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Noi dung khoa hoc

Phan 1: Cookies trong PHP

Tim hi€u chi tiét vé cach tao, quan 1y va x6a cookies. Hoc cach thiét 1ap thai gian hét han, duong dan va
bao mat cho cookies.

Phan 2: Sessions trong PHP

Kham pha cach khai tao, luu trir va hiiy sessions an toan. Tim hiéu vé session_id, session handlers va
cach xt Iy dir liéu ngudi dung gitra cac trang.

Phan 3: So sanh va tich hgp

Phan tich sau vé thoi diém sir dung cookies hoic sessions. Hoc cach két hgp ca hai dé tao trai nghiém
nguoi dung toi uu.
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Phan 1: Cookies trong PHP

Cookies la cac tap tin van ban nho (thong thuong du6i 4KB) dugce luu trit trén thiét bi ctia ngusi dung thong
qua trinh duyét web. Chting dugc tao ra bdi may chi web va gii dén trinh duyét ctia ngudsi dung khi ho truy
cap mot trang web, nham luu trit thong tin trang thai gitra cac lan truy cap.

Mbi cookie bao gom cac thanh phan quan trong nhu tén (name), gia tri (value), théi gian hét han (expiry date),
duong dan (path) va domain. Khi ngudi dung quay lai trang web, trinh duyét sé tu dong gl cookies lién quan
dén trang do trong HTTP request header, cho phép may chd nhan dién ngudi dung va khoi phuc trang thai
trude do.
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Cach hoat dong ctia Cookies

Lap trinh PHP co ban

Ngudi dung truy cap website

Ngudi dung mé trinh duyét va truy cip vao mot trang web dugc phat trién bang PHP. Trinh
duyét giti HTTP request dén may chd.

May cht tao cookie

Ma PHP trén may cht x{ Iy request, tao cookie v6i thong tin can luu trir va gui lai trong HTTP
response header kem theo noi dung trang web.

Luu trir cookie

Trinh duyét nhin response, hién thi néi dung trang web va luu cookie vao bo nhé tam hoac 6
dia ctia nguci dung theo thai han duge chi dinh.

Guri lai cookie

Khi ngudi dung truy cap lai trang web, trinh duyét tu dong g tat ca cac cookie lién quan trong
HTTP request header, cho phép may chti nhan dién ngudi dung va tuy chinh trai nghiém.
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Tao va doc Cookie trong PHP

Tao cookie vGi ham setcookie()

// Cl phdp co ban

setcookie(
string $name,  // Tén cookie
string $value ="", // Gia tri cookie
int $expires_or_options = 0, // Tha&i gian hét han
string $path ="", // Dudng dan cookie co hiéu luc
string $domain ="", // Tén mién cookie cé hiéu luc

bool $secure = false, // Chi glri qua HTTPS néu true
bool $httponly = false // Khéng cho phép JS truy cap néu true
);

// Vi du don gian: Cookie hét han sau 1 gi¢
setcookie("user"”, "NguyenVanA", time() + 3600);

Poc gia tri cookie

// Kiém tra su ton tai cla cookie
if(isset($_COOKIE["user"])) {

$user = $_COOKIE["user"];

echo "Xin chao " . $user;
} else {

echo "Cookie khéng ton tai hodc da hét han";

}
Cookie dugc luu trong bién toan cuc S_COOKIE duéi dang mot mang lién két, voi khoa la tén cookie. Cookie

chi c6 thé doc dugc sau khi dugc g tir trinh duyét dén may chii trong yéu cau HTTP tiép theo.

Luu y: Gia tri cookie tu dong dugc ma hdéa URL khi glri va giai ma khi nhan, nhung khong dugc ma héa bao
mat.
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Vi du ghi nh¢ tuy chon nguci dung
Cach str dung cookie dé nhé mau yéu thich cia nguai dung.

// Luu mau yéu thich vao cookie
if(isset($_POST['color'])) {
$selected color =% _POST['color'];
setcookie("preferred_color", $selected_color, time() + (86400 * 30), "/");

// Cookie c6 thai han 30 ngay
echo "Pa luu mau yéu thich ctia ban: " . $selected_color;

}

// Hién thi mau da chon tr cookie
$color = isset($_COOKIE['preferred_color']) ? $_COOKIE['preferred_color] : "";

Form cho phép ngudi dung chon mau yéu thich:

<form method="post" action="">
<p>Chon mau yéu thich:
<input type="radio" name="color" value="red"> Do
<input type="radio" name="color" value="blue"> Xanh duong
<input type="radio" name="color" value="green"> Xanh |la
</p>
<input type="submit" value="Luu tuy chon">
</form>
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Xo0a Cookie trong PHP

Dbé xba cookie trong PHP, thiét 1ap lai cookie v6i thai gian hét han trong qua khi, khién trinh duyét tu dong
loai bo no.

// X6a cookie "user"
setcookie("user", "", time() - 3600);

// X6a cookie véi dudng dan cu thé
setcookie("user", "", time() - 3600, "/myapp/", "example.com", true);

Luu y: Cac tham so path, domain, secure phai khép véi gia tri khi tao cookie. Néu khong, trinh duyét sé coi
day la cookie khac va viéc x0a sé that bai. Gia tri time() - 3600 dit thai gian hét han 1 gid trudc.

Vi du hoan chinh: Xo6a cookie

// Kiém tra va xdéa cookie
if(isset($_COOKIE["user"])) {
$user =$_COOKIE["user"];
setcookie("user", "", time() - 3600, "/");
echo "Pa xo0a cookie cho ngudi dung: " . $user;
} else {
echo "Cookie khéng ton tai hodc da bi x6a trudc dé";

}

DPoan ma trén kiém tra su ton tai cia cookie "user”, x6a né bang cach dit thoi gian hét han vao qua khir, va
hién thi thong bao xac nhan.
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Ung dung thuc té ctia Cookies

Xac thuc va quan ly phién dang Duy tri trang thai gié hang thuong
nhap mai dién tu

Luu trit token xac thuc bdo mat dé€ ngudi dung Luu trir va theo doi danh sach san pham trong
khong can dang nhap lai méi lan truy cip gid hang ngudi dung ngay ca khi ho chua dang
website. . nhap.

Ca nhan hoa trai nghiém ngudi dung Phan tich hanh vi va t6i uu héa

Luu trir cac tuy chon giao dién va thiét 1ap ca trang web

nhan nhu ché d6 sang,/to1, ngon ngif ua thich, Thu thap dit liéu vé hanh vi ngusi ding, thong ké
k{gh thgoc font chi, bo cuc trang, va cac cai dat lugt truy cap, thoi gian luu lai trang, va cac chi
hi€n thi khac. s tuong tac khac.
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Phan 2: Sessions trong PHP

Khac véi cookies, dit liéu session dugc luu trir hoan toan trén may chi, giap bao vé thong tin nhay cam nhu
d liéu dang nhap, thong tin ca nhan va giao dich.

Sessions dic biét hitu ich cho cac iing dung web can duy tri trang thai ngudi dung gitia cac lugt truy cap voi
miurc do bao mat cao.
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Cach hoat dong ctia Sessions

Lap trinh PHP co ban

Khdi tao session

Khi ham session_start() dugc goi, PHP kiém tra cookie PHPSESSID. Néu chua ton tai, PHP sé
tao mot session ID duy nhat va thiét 1ap cookie nay trong trinh duyét ngudi dung.

Luu trir dir liéu
Dt liéu dugc luu vao bién toan cuc S_SESSION trén may chd, thuong dugce luu trong cac tép
tam thdi tai thu muc session.save_path hodc trong co sé dir liéu tuy theo ciu hinh.

Truy xuat dir liéu

Trong cac request ti€p theo, PHP doc session ID tir cookie PHPSESSID, st dung n6 dé dinh danh
va khoi phuc chinh xac dit liéu session ctia ngudsi dung do tur may chi.

Két thic session

Session c6 thé tu dong hét han sau mot khoang thdi gian (thiét 1ap qua session.gc_maxlifetime)
hoidc dugc hity chtt dong thong qua ham session_ destroy() khi ngudi dung dang xuat.
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St dung Sessions trong PHP
Khéi tao va luu trix dir li€u session

<?php
// Bat dau hodc ti€p tuc mot session
session_start();

// Luu trr thong tin ngudi dung vao session
$_SESSION['username'] = 'nguyenvan’;
$_SESSIONT['is_logged_in'] = true;

// Luu trir gié hang nhu mét mang da chiéu

$ SESSION['cart'] =[
'item1' =>['name’' => 'Laptop’, 'price’ => 15000000],
'item2' =>['name' => 'Chudt’, 'price' => 500000]

I;

// Luu y: DU liéu sé dugc gilr trén may chu cho dén khi session két thuc
7>

Truy xuat va xir Iy dir liéu session

<?php
// Khdi tao session - phai goi trudc khi truy cap $_SESSION
session_start();

// Kiém tra su ton tai cGia bién session trudc khi s dung
if(isset($_SESSION['username'])) {
echo "Xin chao: " . $ SESSION['username'];

}

// Duyét qua mang da chiéu trong session
if(isset($_SESSION['cart'])) {
echo "<h3>Gid hang cla ban:</h3>";
foreach($_SESSION['cart'] as $item) {
echo $item['name']. " ".
number_format($item['price']) . " VND<br>";
}
}

/1 Ggi y: S dung session_destroy() dé xda toan bo dir liéu session
>

Luu y rang session_start() phai dugc goi truée khi bat ky dir liéu nao dugce giri dén trinh duyét, va modi trang
str dung session déu phai goi ham nay. Dir liéu session dugc luu trit trén may cha, giap bao mit thong tin
nguoci dung.
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Vi du hé théng dang nhip vaéi Session
1. Trang dang nhap (login.php)

<?php
session_start();

// Kiém tra néu nguoi dung da dang nhap roi
if(isset($_SESSION['logged_in']) && $_SESSIONT['logged_in'] === true) {
header("Location: dashboard.php");
exit;

}

// Kiém tra form dang nhap

if($_SERVER["REQUEST_METHOD"] == "POST") {
// Théng tin dang nhap mau (trong thuc té nén |ay tir database)
$valid_username ="admin";
$valid_password = "password123";

// Kiém tra thong tin dang nhap
if($_POST['username'] === $valid_username && $_POST['password'] === $valid_password) {
// Bang nhap thanh cdng, tao session
$_SESSION['logged_in'] = true;
$ SESSION['username']l = $_POST['username'];
$_SESSION['login_time'] = time();

// Chuyén hudng dén trang dashboard
header("Location: dashboard.php");
exit;
} else {
$error_message = "Tén dang nhap hoac mat khau khong chinh xac!";
}
}

>

<IDOCTYPE html>
<html>
<head>
<title>bang nhap</title>
</head>
<body>
<h2>bang nhap hé théng</h2>

<?php if(isset($error_message)). 2>
<p style="color: red;"><?php echo $error_message; ?></p>
<?php endif; 7>

<form method="post" action="">
<div>
<label>Tén dang nhap:</label>
<input type="text" name="username" required>
</div>
<div>
<label>Mat khau:</label>
<input type="password" name="password" required>
</div>
<div>
<input type="submit" value="bang nhap">
</div>
</form>
</body>
</html>

2. Trang Dashboard (dashboard.php)

<?php
session_start();

// Kiém tra xem nguoi dung da dang nhap chua
if(lisset($_SESSION['logged_in"]) | | $_SESSION['logged_in'] I== true) {
// Néu chua dang nhap, chuyén hudng vé trang dang nhap
header("Location: login.php");
exit;

}

// Tinh thai gian da dang nhap
$login_duration = time() - $_SESSION['login_time'];
$minutes = floor($login_duration / 60);

$seconds = $login_duration % 60;
7>

<IDOCTYPE html>
<html>
<head>
<title>Dashboard</title>
</head>
<body>
<h2>Chao mung, <?php echo $_SESSION['username']; ?>I</h2>
<p>Ban da dang nhap trong: <?php echo $minutes; ?> phut <?php echo $seconds; ?> giay</p>

<p>Pay la ndi dung chi danh cho ngudi dung da dang nhap.</p>

<a href="logout.php">bang xuat</a>
</body>
</html>

Trong vi du nay, chting ta st dung session dé:

e Luu trit trang thai dang nhap ctia ngudi dung ($_SESSION['logged_in'])

e Luu thong tin ngudi dung ($_SESSION['username'])

e Theo doi thdi gian dang nhap ($_SESSION['login_time'])

e Kiém tra quyén truy cip trang va chuyén huéng ngusi dung phua hop

Hé thong nay c6 thé dugc mé rong thém véi cac tinh nang nhu: xac thuc hai 16p, ghi nhé dang nhap
(remember me), gi6i han thoi gian phién lam viéc, va nhiéu tinh nang bao mit khac.
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Hiy Session va Pang xuat
Hiay mot bién session

// Hay mot bién session cu thé
unset($_SESSION['username']);

// Xac nhan bién da bi hay
if (lisset($_SESSION['username'])) {
echo "Bién session da bi huy";

}

Khi chi can x6a mot théng tin cu thé ctia ngudi dung, sir dung ham unset() dé hiy bién session d6 ma khong
anh hudng dén toan bo session.

Hiy toan b session (dang xuat)

// X6a tat ca dir liéu session
$_SESSION = array();

// Hly cookie session néu c6
if (isset($_COOKIE[session_name()])) {
setcookie(session_name(), ", time()-42000, '/");

}

// Hly session
session_destroy();

/I Chuyén hudng vé trang dang nhap
header("Location: login.php");
exit();

Dbang xuat ding cach can xoa di liéu session, hity cookie session va goi session_ destroy() dé x6a hoan toan
session khéi may chi.
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Phan 3: So sanh Cookies va Sessions

Tiéu chi

Vi tri luu trix

Dung lugng to6i da

Thai gian ton tai

Do bao mat

Tai nguyén may cht

Phu hgp cho

Lap trinh PHP co ban

Cookies

May khach (trinh duyét ngudci
dung)

Khoang 4KB mdbi domain
Co thé thiét 1ap dai han

(ngay/thang /nam)

Thap hon (d€ bi danh cap,
chinh stra tur phia client)

Tiéu thu it (cht yéu xt 1y &
client)

Dt liéu khong nhay cam, tuy
chon nguci dung, tracking
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Sessions

May ch (server-side)
Khong gidi han cang (phu
thudc tai nguyén server)

Thudng ngan han (hét han khi
dong trinh duyét)

Cao hon (dir lieu duge bao vé
trén server)

Tiéu thu nhiéu (luu trir va xt ly
trén server)

Thong tin dang nhap, di liéu
nhay cam, gi6é hang
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I'Ing dung két hgp Cookies va Sessions

1O

Lap trinh PHP co ban

bang nhap va xac thuc

Sessions luu trir trang thai dang nhap hién tai va thong tin phién lam viéc an toan. Cookies luu
trir token xac thuc "ghi nhé dang nhap" gitip ngudi dung khong can dang nhap lai trong cac 1an
truy cép tié€p theo.

Quan ly tuy chon ngudi dung

Sessions quan ly cac tuy chon tam thdi trong phién lam viéc hién tai. Cookies luu trit cac tuy
chon dai han nhu ngoén ngir ua thich, ché€ do hién thi t6i/sang, va bé cuc giao dién ngudi dung.

Gi6 hang thong minh

Sessions bao vé dir liéu gid hang cho ngudi dung da dang nhap, ddm bao tinh riéng tu. Cookies
duy tri thong tin gioé hang cho ngudi dung chua dang nhap, tao trai nghiém mua sam lién mach
ngay ca khi chuyén thiét bi.

Bao mat da 16p

Sessions quan Iy quyén truy cip va phan quyén ngudi dung trong thdi gian thuc. Cookies ho trg
bao mat nang cao thong qua viéc luu trit token xac thuc hai yéu t8, dau van tay thi€t bi va thong
tin phat hién bat thuong.
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